
FRAUD PREVENTION GUIDE 

PAUSE. 

PREVENT. 

PROTECT. 



CONTENTS 

Common fraud schemes l 

How you can protect yourself 4 

How Access protects you 5 

FAQs 6 

Additional resources/Credit Freeze 8 

Contact us/Report Fraud 9 



Common fraud schemes 
• 

Caller ID Spoofing 

This technique is used to make an incoming call 
appear as though it is coming from a trusted or 

familiar source, such as a local number, a 

government agency, a bank, or even the 
recipient's own number. 

• DO NOT trust caller ID alone to determine 

the caller's authenticity. 

• NEVER provide sensitive information such as 

your Social Security number, passwords, or 

banking details over an unsolicited call. 

Threatening emails 
Fraudulent or malicious messages 

designed to frighten, intimidate, or 
pressure recipients-either 

customers or employees-into 
taking immediate action that results 

in financial loss, identity theft, or 

compromised security. 

• Do Not Engage: Never reply,
click links, or open attachments

in threatening, unexpected, or

suspicious emails.
• Verify Independently: If a

message claims to be from a
legitimate source (bank,

company, government), contact
them directly through official

websites or phone numbers.

Phishing 
When criminals use scam emails, text 
messages or phone calls to trick their 

victims. The aim is often to make you visit 
a website, which may download a virus 

onto your computer, or steal bank details 

or other personal information. 

• Never click links or download

attachments from unexpected emails

or messages.
• Be wary of urgent, threatening

language demanding immediate

action.

Impersonation 

When a scammer pretends to be a 
trusted person or organization to steal 

money or persona I information. 
Scammers often pose as banks, 

government agencies, businesses, or 

family members and use phone calls, 
texts, emails, or fake websites to appear 

legitimate. 

• Never act immediately under pressure

or threats.
• Do not click suspicious links or

attachments.
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